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Bitcoin: Satoshi Nakamoto : A Peer-to-Peer
Electronic Cash System (October 31 2008)

Bitcoin Pizza Day - 22 May 2010
• Bought on 22nd May 2010 by Laszlo Hanyecz, the Florida
programmer paid a fellow Bitcoin Talk forum user 10,000 Bitcoins
for two Papa John’s pizzas. Back then – when the technology was
just over a year old – that equated to roughly $25, but is about
$75million by today’s exchange rate.
• Every Year on 22nd May, all bitcoiners in
the world over celebrate the anniversary of
the most expensive pizzas in history.

Blockchain Revolution
“The technology likely to have the greatest impact on the next few
decades has arrived. And it’s not social media. It’s not big data. It’s
not robotics. It’s not even AI. You’ll be surprised to learn that it’s
the underlying technology of digital currencies like Bitcoin. It’s
called the blockchain.” — Don Tapscott

Blockchain Definition
• A blockchain is a decentralized database and a peer-to-peer
network that stored a registry of transactions.
• It is a type of distributed public ledger that keeps continuously
updated digital records of who owns what.

From the internet of information to the internet of value
• “The blockchain is the second significant overlay on the
internet, just as the web was the first layer back in 1990. It is
advancing like a tsunami, enveloping everything along its way.”
-- William Mougayar

Blockchain Application
“Blockchain is to Bitcoin, what the internet is to email. A big
electronic system, on top of which you can build applications.
Currency is just one.” — Sally Davies, FT Technology Reporter
The best example of the evolution and broad application of
blockchain, beyond digital currency, is the development of the
Ethereum public blockchain, which is providing a way to execute
peer to peer Smart Contracts.

Ethereum / Smart Contract
Ethereum: an open-source, public, blockchain-based distributed
computing platform featuring smart contract (programming)
functionality. It provides a decentralized Turing-complete virtual
machine, the Ethereum Virtual Machine (EVM), which can
execute scripts using an international network of public nodes.

What are blockchains good at
• Adjudicating Trust – in the exchange of value, whatever that value
may be, with blockchain the participants don’t need to trust each
other. They trust the “math” behind the blockchain platform.
• Transactions – blockchains are optimized to facilitate transactions
between parties, whether it is exchange of value, data, etc.
• Incentivized Participation – “Game Theory”. The participants in the
blockchain are rewarded as a result of their participation,
• Transparency – the ledger is an open book – anyone can see the
transaction history and trace data through the blockchain.
• Accountability – like transparency, it is easy to account for every
transaction on the blockchain and independently verify it.
• Immutability – Once a transaction has been recorded in the
blockchain, it is written in “digital stone.”

Blockchain Technology to Boost Cyber Security
• Blockchain provides a fundamentally different approach to
cybersecurity
• No single point of failure
• Preventing fraud and data theft
• Using blockchain technology to safeguard data (Guardtime)
• Using blockchain to prevent Distributed Denial of Service
(DDoS) attacks

Protecting Identities
• By combining the decentralized blockchain
principle with identity verification, a digital ID
can be created to act as a digital watermark
which can be assigned to every online
transaction of any asset.
• There are more than 20 pioneers
competing in building blockchain-based
identity management and authentication
solutions for cross-industry applications.

Preventing data theft in untrusted environments
• Encrypting data has now become a norm across organizations
• However, when you want to act upon that data, you’ll have to
decrypt and reveal its contents
• Currently, there’s really no option for computing over
encrypted data in the market
• There are many situations where we want to jointly work on
data without revealing our portion to untrusted entities

Why Passwords are the New Exploits
• Yahoo hack: 1bn accounts compromised by biggest data breach
in history. Twitter 33 million. LinkedIn 165 million. Myspace
360 million, Dropbox hack leads to leaking of 68m user
passwords on the internet
• There are now over a billion owned accounts with credentials
sold online.
• Hackers nab $500,000 as Enigma is compromised weeks before
its ICO
• https://haveibeenpwned.com/

Making Passwords Obsolete
• No more passwords — no more break-ins.
• Blockchain powered Access Management solution, replacing
passwords with the distributed authentication.

Ensures the Privacy and Security of Chats

The future looks bright for blockchain-based
security platforms
• The blockchain addresses the fundamental flaws of security by
taking away the human factor from the equation, which is usually
the weakest link. By leveraging a distributed ledger and taking away
the risk of a single point of failure, blockchain technology provides
end-to-end privacy and encryption while still ensuring convenience
for users.
• Bitcoin and its underlying blockchain have proved to be resilient,
and the numerous new blockchain technologies offer even more
promise in terms of extensibility and robustness, especially in the
field of security.

Bitcoin Integer Overflow Incident
• On 8th August 2010 bitcoin developer Jeff Garzik wrote what could
be mildly described as the biggest understatement since Apollo 13
told Houston: "We've had a problem here.“
• “The ‘value out’ in this block is quite strange,” he wrote on
bitcointalk.org, referring to a block that had somehow contained 92
billion BTC, which is precisely 91,979,000,000 more bitcoin than is
ever supposed to exist (max supply 21m).
• The bug is known as a integer overflow error. Some hacker found a
way to flood the code and create a ridiculously large amount of
bitcoin in the process.
• The fix was the bitcoin equivalent of dying in a video game and
restarting from the last save point: rollback 24 hours.

The ‘value out’ in this block is quite strange:

Satoshi’s Patch within 5 hours

Estonia National ID Security Flaw
• If you want a glimpse at the future potential of blockchain, visit
Estonia.
• In Estonia, this distributed ledger (blockchain technology) gives
citizens and residents more control over their own data.
• Estonia freezes resident ID cards due to security flaw
(https://www.engadget.com/2017/11/04/estonia-freezesresident-id-cards-security-flaw/)

The DAO Attack on Ethereum
• The DAO ICO launched on 30th April, 2016
• The DAO was popular, raising over $150m
• 17th June, an attacker managed to drain more than 3.6 million
Ether into a “child DAO” that has the same structure as The
DAO. Code Issue Leads to $60 Million Ether Theft
• Soft Fork Proposal / Hard Fork Proposal
• Ethereum was hard forked on 20th July 2016. Ethereum Classic
was born

Multisig Wallet Hack
• 19th June 2017: an unknown hacker exploited a critical flaw in
the Parity multi-signature wallet on the Ethereum network,
draining three massive wallets of over $31m worth of Ether in
a matter of minutes. Given a couple more hours, the hacker
could’ve made off with over $180m 0 from vulnerable wallets.
• A group of white-hat hackers from the Ethereum community
rapidly organized: hack the remaining wallets before the
attacker did

Look inside

The future: Cyber Security more important than ever
• This attack is important. It shakes people up. It forces the
community to take a long, hard look at security best practices.
It forces developers to treat smart contract programming with
far more rigor than they currently do.
• https://consensys.github.io/smart-contract-best-practices/
• Story like this gets us closer to really deeply understanding the
technology of blockchain — both its dangers, and its amazing
potential.

