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Disclaimer: presentation reflects my personal views and not perse that of my employer



A bit about myself

+ CISO - International Atomic Energy Agency (IAEA) since
2015

+ Previously working:

+ CISO - Organisation for the Prohibition of Chemical
Weapons (OPCW)

+ Information and IT Security Consultancy

« |T Security Systems implementer and project manager uh
» |IT System Administrator Bl
+ Academic background in Computer Science and Astronomy

+ Wife, 4 children (3 girls) and a (female) cat in NL




Impact of digital technology on
soclety
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(Negative) Results

& Alphabet == Microsoft

amazoncom facebook




Adversary

Nation States

Crnminals
Networks

)
Cyber Jerrorists

Hacktivists

Cyber Adversaries

Motivation

Global Competition
National Security
EconomicAdvantage
Political Posturing
Pivoting

Acquisitive Crime
Identity Theft
Data Agaregation

Ideclogical

Paolitical
Disenfranchisement
Malicious/Anarchical

Political ratherthan
personal gain
Ideological

Coercement
Acquisitive Crime
Disgruntled

Objective

Targeted long-term campaigns
with strategicfocus
Insiderimplants

Third Party Service Providers for

onward attacks

Individual identity theft
Fraud
Data breaches

+ Intellectual Property Theft
+ Insiderimplants

.

Third party service providers

Opportunisticvulnerabilities
Third Party Service Providers
Cata Breaches
Limited fraud tofund operations

Targeted organizations and
associated partiesthat run
counterto theircause
Insiderimplants

Third Party provider

Direct systems and network
access

* Privileged access

Systems knowledge

Impact

Loss of trust in Banks abilityto
protect privacy

Utilization of connectivity and
relationships of organisationto
compromise strategictargets

Loss of personally identifiable
information

Monetary loss

Intellectual property loss
Privacy

Regulatory

Loss of confidence by clientsin
channels

Destroy, disruptcyber assets
Regulatory

Brand and Image

Customer confidence

Disrupt operations
Destabilisation

Brand and PublicRelations
Regulatory

Customer confidence

Fraud loss

Disruption of operations
Regulatory

Legal

Tools

Targeted emails
Focussedresearch on targets
Natering Hole attacks
Advanced malicious code
Zero-day exploits

Advanced DDoS capability

Commodity malware

Dedicated malware developmentfor high valus

targets
Continual development

Large marketplace for attack tools available

Targeted emails againstclients
Insiderimplants

Some reuse of commodity malware

Basic DDoS capability

May buy in services form other adversaries

Rudimentary toolsets
Basic DDoS capability

Utilise known vulnerabilities which can be effective
Reuse of known compromised data
Use of lowerend commodity malware

Existing access to systems

Privilege escalation via systems knowledge or

targeting colleagues
Bypassing business processes



Results on Cyber Security
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Elements of Cyber Security
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Network Security

User education
and awareneass

Malware
prevention

Removable
media controls

Secure configuration

Set up your Risk
Management Regime

Fow rroife rieomation oo b

Incident
managernent

Home and
mobile working

Managing user
pmrlleges
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2 www.ncsc.govuk W @ncsc



IT Trends 2018 onwards

Artificial Intelligence
Voice & visual search
Virtual & Augmented reality

Crypto currencies & Distributed
ledgers

Internet of Things (loT)




Cyber Security Threat Trends

Your documents, photos, databases and Iw:lnpumlllshd been encrypted with strongest
encryption and unique key, generated for this computes

X4

Ransomeware

X4

Hacking loT devices

X4

+ Financial trojans targeting
financial institutions

o
%

Mobile threats growing

Social media as an attack vector

o
%

«» Attacks industrial / loT devices
will grow

+ Increased state level
Involvement

» Attribution will become harder

NEWTONIGHT B A
REPORT LINKS NORTH KOREA TO CYBERATTACKS ON BANKS
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2018 Opportunities for
Security

" -;;gA-

KEEP
Improving security hygiene o
(100%) GDPR
EU General Data Protection
Regulation (GDPR) - Privacy b o

wpp Security guards alerted

Artificial Intelligence (Al)

Abstraction from IT
infrastructures

Focus on Risk Management




Conclusion

» Impact and dependancy of digital technologies keeps
growing

= New applications as never seen before

= Disruption of traditionally closed markets

» Increased necessity for security will show in high

demand for talent

» Improved opportunities for females as IT and IT security
moves away from hardcore technology



Any Questions




