KPMG

LYDET oBCUILY- -
NAUS

energypact — Vienna Cyber Security Week 2018

January 2018




WEF GIoDal RISKS - AuStria
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Austria
e, 2
Risk Share
1. Unemployment or underemployment 54 5
2 Large-scale involuntary migration 2T
3. Asset bubble e
3 Cyberattacks 36.4

http://reports.weforum.org/global-risks-2017/global-risks-of-highest-concern-for-doing-business-2017/#country/AUT
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ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM Cyberangriff

i e i i i i ThyssenKrupp von Hackern
Alert (IR-ALERT-H-16-056-01) angegriffen

Cyber-Attack Against Ukrainian Critical Infrastructure
Criginal release date: February 25, 2016
Calendar S Print » Tweet | Hackerangriffe auf Industrieanlagen

Zerstorerische Blaschen

Home

Hacker haben versucht, sensible Informationen bei ThyssenKrupp zu

ICsIWG Legal Notice . . . . .
Information Products All information products in Greifen Hacker Industrieanlagen an, schalten sie oft den Strom al entwenden. Die Tater sollen mit staatlicher Hilfe gehandelt haben.
Training E;;ng’l;ﬁm“g‘:'sagg;Attacken auf Pumpen aber ganze Chemieanlagen explodieren las:

) Angriffsszenario? 8. Dezember 2016, 15:01 Uhr / Quelle: ZEIT ONLINE, AFP, Reuters, dpa, jak / 25 Kommentare

Maersk Shuts Down Soi
to Help Contain Cyber #

th_ti_ g "\5*' Locky ransomware returns to the
‘ Ml game with two new flavors

n Uli Ries, Las Vegas

| August 16, 2017 - Locky ransomware is back! This time using two new

extensions: .Diabloé and .Lukitus

[Eal Fotos

Montag, 21.07.2017 02:39 Uhr Drucken Mutzungsrechte Feedback Kommentieren



FIghting Cypercrime
=) 67%

Infrastructure, Transport, Logistic

'7) 86% 2

Energy Small

c 12%
k) S6% .

Industry “Large
Of the surveyed enterprises were victims of cyber

attacks in the past 12 months.




LuminosityLink:
(40%)
RAT Key-logger with
Update functionality

Keybase:

(50%)
Key-logger Family,
publically available source
code makes updates
possible

ovhereri

16VE

Ozone:

(20% / 509%)
Common RAT, powerful
and user-friendly.
Available as standard or
premium edition.

Predator Pain:
Key-logger with additional
features as Display
Capturing etc.
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SEIVICE

Netwire:

Free Trail and variable
payment models 50% for
% year, 90% for 1 year,
160$ for 2 years, including
support and updates.

iSpy:

(20%)
,Off-the-shelf* Key-logger
almost no knowledge
necessary

in Austria. KPMG and the KPMG logo are registered trademarks of KPMG International.

Orcus:
(40%)

New RAT Plugin- Support
and good developer
documentation make

evolution possible

Crypter:
Includes support software
for malware developers
that minimizes detection
by AV programs.

CYBERCRIME PRICE LIST

—e ATTACK
TOOLS

R

—® MALWARE —E:

—e RANSOMWARE —5—e

$200

REMOTE ACCESS TROJAN

PASSWORD STEALER

SOPHISTICATED LICENSE FOR WIDESPREAD ATTACKS

. $50  UNSOPHISTICATED LICENSE FOR TARGETED ATTACKS
L@ 81  PC MALWARE INSTALLATION
@ $400 1 MILLION MALICIOUS SPAM
o SOFTWARE —E: $100 REMOTE DESKTOP CONTROL TOOL
8700 DISTRIBUTED DENIAL OF SERVICE ATTACK SOFTWARE
_e PAYMENT& — 85  CREDIT/DEBIT CARD FOR ONLINE USE
LOG-IN INFO
@ $10 CREDIT/DEBIT CARD INFO THAT CAN BE CLONED
ON PLASTIC
@ 85  BANK ACCOUNT LOG-IN [USERNAME AND PASSWORD]
e 925  BANK ACCOUNT LOG-IN WITH ACCESS TO EMAIL,
SECURITY ANSWERS, ETC.
L 81  EXISTING PAYPAL ACCOUNT
- mm PERsuNAL 3  SOCIAL SECURITY AND DATE OF BIRTH VERIFICATION
INFDRMATIGN
$150 CREDIT REPORT 750+ CREDIT SCORE
DATABASE —————e $25 1 MILLION COMPROMISED EMAIL/PASSWORDS
RECORDS
e SERVICES ——® HACKING @ $100 EMAIL ACCOUNT
P (e $100 SOCIAL MEDIA ACCOUNT
———e $300 CMS WEBSITE [WDRDPRESS, ETB.]
—e USER —&® $150 BULLETPROOF HOSTING IN A LAX JURISDICTION
OBFUSCATION (CHINA, EASTERN EUROPE, ETC.)
@ $20 VIRTUAL PRIVATE NETWORK [VPN]
—e MALWARE 4E: $1 PC MALWARE INSTALLATION
$25 MALICIOUS FILE ENCRYPTION
e SPAM 820 500 SMS (FLOODING)
e $40D 500 MALICIOUS EMAIL SPAM
e 920 500 PHONE CALLS (FLOODING)
(e $200 1 MILLION EMAIL SPAM [LEGAL)
e FAKE —— 925 DIGITAL COPY OF FAKE CREDIT/DEBIT CARD
DOCUMENTS
¢ 925 DIGITAL COPY OF FAKE DRIVER'S LICENSE
OR PASSPORT
FORTUNE MAGAZINE e $15 DIGITAL COPY OF FAKE UTILITY BILL

SOURCE' RECORDED FUTURE

OR SOCIAL SECURITY CARD



rlgnting Gypercrime

of enterprises suffered an outage due to
cyber attacks

14% 3o%
reputation 22% Not known

manipulation of
17%

Information
financial loss

1%

no impact I m p aCt

What was the impact of a Cyber Attack
on an organization?




strategic Gyoer-tefense

006

Of executives see Cyber Security as a
technical issue

Of all cyber attacks were reported to police -

or other authorities.
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Prevention

20/6

Have non sufficient
knowledge of Cyber
Threat Intelligence.

437

Fined EU measures
helpful

© 2018 KPMG Security Services GmbH, Austrian member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (,KPMG International®), a Swiss entity. All rights reserved. Printed
in Austria. KPMG and the KPMG logo are registered trademarks of KPMG International



Jrivers for Change - Internal o external
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FUUre of Securty

KkPMG

A0 9%

e U SEEEs
HEEES

Have no overview over Have concerns regarding
the 1oT/OT Devices the security of IoT/OT
deployed in their devices

organization.
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LLUre of Secur

- r(J
Internet
\‘/)
-

Insecure
Remote
Support

Office Network

a
Infected
USB keys

Insecure Internet
connection

Plant DMZ Network

SCADA/DCS Network
Insecure

Wireless

Infected
USB keys

Infected
Laptops

g Modified

f— PLC logic

Fieldbus

Quelle: Cyberattack vectors for Industrial Control Systems — Kaspersky Labs

Basic protection present, of marginal interest.

Almost no protection, but of huge interest for
attackers
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KPMG leadershipinT, (1)0T, 1GS & SGADA securty

e
RISK Or

f Iewam Wnat KPMG runs an opergtional ICS/SCADA security training and
SECUH ’U”(S \NI[DIH testing environment in the Netherlands. The environment is used

: = for general purpose, hands-on training as well as preparation of
S‘m[_”aT i N yUU [o77? lloT Cyber Defense and Penetration Testing engagements.

Paper vt ket rspec ) N to maximize loT security

The extent of this environment is unigue amongst the
competitors in the consulting business and clearly outlines KPMG
leading position in the lloT and lloT security field.
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Challengers Contenders Performers Leaders ’ ‘o

SAC* ~)

Strong
A

SecureWorks (+)
Leidos

Optiv ()
Protiviti (3

BAE Systems : )
Current © L
offering DXC Technology ()

Atos (9 () Wipro

() Verizon

Market presence
.

Weak | @ C)O C)

Weak Strategy = Strong

KkPMG
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Your Gontac

Ralf Mutzke

Senior Manager, Cyber Security
M +43 664 8898 5551

E rmutzke@kpmg.at

KPMG Security Services GmbH
Porzellangasse 51

1090 Vienna

Austria
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