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WEF Global Risks - Austria

http://reports.weforum.org/global-risks-2017/global-risks-of-highest-concern-for-doing-business-2017/#country/AUT

http://reports.weforum.org/global-risks-2017/global-risks-of-highest-concern-for-doing-business-2017/#country/AUT
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Recent Cyber Attacks 

Maersk Shuts Down Some Systems 
to Help Contain Cyber Attack
By Christian Wienberg
28. Juni 2017, 09:28 MESZ28. Juni 2017, 11:23 MESZ
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Fighting Cybercrime 

Of the surveyed enterprises were victims of cyber 
attacks in the past 12 months. 

I n c r e a s e
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Easier than ever:  
Cybercrime as a Service

Crypter:
Includes support software 
for malware developers 
that minimizes detection 

by AV programs. 

Predator Pain:
Key-logger with additional 

features as Display 
Capturing etc. 

iSpy:
(20$)

„Off-the-shelf“ Key-logger 
almost no knowledge 

necessary 

Keybase:
(50$) 

Key-logger Family, 
publically available source 

code makes updates 
possible  

LuminosityLink:
(40$)

RAT Key-logger with 
Update functionality

Ozone:
(20$ / 50$)

Common RAT, powerful 
and user-friendly. 

Available as standard or 
premium edition.  

Netwire: 
Free Trail and variable 

payment models  50$ for 
½ year, 90$ for 1 year, 

160$ for 2 years, including 
support and updates. 

Orcus:
(40$)

New RAT Plugin- Support 
and good developer 
documentation make 

evolution possible 
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Fighting Cybercrime 

50% of enterprises suffered an outage due to 
cyber attacks 

Impact
What was the impact of a Cyber Attack 

on an organization?

36%
Not known22%

manipulation of 
Information

14%
reputation 

17%
financial loss 

11%
no impact
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Strategic Cyber-defense

Of executives see Cyber Security as a 
technical issue 

68%
WWW

31%
Of all cyber attacks were reported to police 
or other authorities.
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Prevention

52%
Have non sufficient 
knowledge of Cyber 
Threat Intelligence. 

43%
Fined EU measures 

helpful
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Drivers for Change – internal & external
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Future of Security 

40%

Have no overview over 
the IoT/OT Devices 
deployed in their 
organization. 

99%

Have concerns regarding 
the security of IoT/OT 
devices 
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Future of Security 

Quelle: Cyberattack vectors for Industrial Control Systems – Kaspersky Labs

Basic protection present, of marginal interest. 

Almost no protection, but of huge interest for 
attackers
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KPMG runs an operational ICS/SCADA security training and 
testing environment in the Netherlands. The environment is used 

for general purpose, hands-on training as well as preparation of 
IIoT Cyber Defense and Penetration Testing engagements. 

The extent of this environment is unique amongst the 
competitors in the consulting business and clearly outlines KPMG 

leading position in the IIoT and IIoT security field.

KPMG leadership in IT, (I)OT, ICS & SCADA Security



Your Contacts
Ralf Mutzke
Senior Manager, Cyber Security
M +43 664 8898 5551
E  rmutzke@kpmg.at

KPMG Security Services GmbH
Porzellangasse 51
1090 Vienna
Austria
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